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Security Threats for Machine Learning (ML)
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ML Accelerators + In-Memory Compute
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Threat Model: Potential Attack Points
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Challenge #1 – Side-Channel Attack Security
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Challenge #1 – Side-Channel Attack Security
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Challenge #2 – Bus-Probing Attack (BPA) Security
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Solution – Key Features

• Boolean Shared Digital IMC for SCA Security
– No constant random bits
– No impact to neural network accuracy

• Model Decryption On-Chip for BPA Security
– Lightweight cipher implemented in SCA secure fashion

• Secure Key Generated On-Chip
– Used to maintain statistical security guarantees of cipher
– Reuses IMC SRAM for minimal overhead Physically 

Unclonable Function
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Macro Architecture
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Feature 1: Side-Channel Secure Compute

• Boolean Sharing
– Split each data bit and computation into separately computed shares
– Total power consumption is unrelated to actual data

• Properties (for Practical Levels of Security)
– Correctness: 

• If 𝑏𝑏 = 𝑏𝑏1⨁𝑏𝑏2⨁𝑏𝑏3, 𝑐𝑐 = 𝑐𝑐1⨁𝑐𝑐2⨁𝑐𝑐3, Then 𝑡𝑡 = 𝑡𝑡1⨁𝑡𝑡2⨁𝑡𝑡3

– Non-Completeness: 
• If 𝐹𝐹𝑠𝑠𝑠 = {𝐹𝐹1, 𝐹𝐹2, 𝐹𝐹3}, Then each of 𝐹𝐹𝑗𝑗 does not include all shares of each input

– Approximate Uniformity:
• For each sub-circuit, each shared output has the same distribution bias as the unshared output
• Outputs that are not jointly uniform are not combined directly
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Feature 1a: Side-Channel Secure Multiply
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Feature 1b: Side-Channel Secure Adder Tree
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Feature 1c: Side-Channel Secure Bit-Serial Accumulator

• Add binary weighted sums from adder tree for multi-bit activations
– Partial sums in modified carry-save format
– Performs last few layers of adder tree as part of accumulate to save on latency

• Eliminate any half adders
– Full adders are natively secure, do not require random bits

• Adding with known {0,0,0} shares for MSB of activation - Insecure
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Feature 1c: Side-Channel Secure Bit-Serial Accumulator
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Feature 2: Model Security 
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Feature 3: Secret Key Generation Reusing IMC
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Feature 3: Secret Key Generation Reusing IMC

• Cells are susceptible to noise
– Especially those with lower mismatch

• Temporal Majority Voting
– Evaluate PUF multiple times
– Choose more common data value

• Key value shared with manufacturer in secure 
environment only during initial configuration 

• Generate several keys per macro with different 
addresses (multiple CRP per chip)

• Configuration option for desired noise tolerance 
and error correction capability

**ECC not included on-chip
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Side Channel Security
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Physical Unclonable Function Security
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Die Micrograph + Performance

Technology 14nm CMOS

Area (excluding IO pads) 1.06 mm2

Throughput
(GOPS)

0.55 V, 80 MHz

Unprotected 41.0 (4b weight, 1b act)
9.10 (4b weight, 8b act)

Protected 81.9 (4b weight, 1b act)
10.2 (4b weight, 8b act)

Energy Efficiency 
(TOPS/W)

0.55 V, 80 MHz

Unprotected 90.2 (4b weight, 1b act)
14.4 (4b weight, 8b act)

Protected 6.94 (4b weight, 1b act)
0.89 (4b weight, 8b act)

Area Efficiency 
(TOPS/mm2)

0.55 V, 80 MHz

Unprotected 3.01 (4b weight, 1b act)
0.67 (4b weight, 8b act)

Protected 0.49 (4b weight, 1b act)
0.061 (4b weight, 8b act)
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Comparison to Prior Work

ISSCC’22 ISSCC’22 VLSI’23 This Work

Process ASIC, 28nm ASIC, 22nm ASIC, 40nm ASIC, 14nm

Operation 0.60-0.95 V, 10-125 MHz 0.65-0.8 V 0.70-0.90V, 0.05-50 MHz 0.50-0.80 V, 57-100 MHz

Architecture Von Neumann Analog IMC Von Neumann Digital IMC

Precisions 8b act; 8b wgt power-of-2 1/8b act; 2/4/8b wgt mult-bit 1-8b act; 4/8/12/16b wgt

Threat Model SCA, BPA BPA SCA, BPA SCA, BPA

Security Protection Boolean Mask + Trivium XOR/XNOR Weight 
Encryption

Shuffling; Dual power 
compensation Boolean Shared + ASCON

Random Bits Each clk (Trivium) N/A Each clk (RSG) 1-time Only

Security
Overhead

TOPS/mm2 2.30x (6.1x mult) Not reported 2.27x 6.2x (1b act)

TOPS/W 5.48x Not reported 1.76x 13.0x (1b act)

Security Level CPA (>>2M),TVLA (>>2M) One-Time Pad CPA (>200M),TVLA (55M) CPA (>>1M)*,TVLA (>>1M)*

*Tested in ideally high attack SNR condition, security will last significantly longer for realistic operation
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Conclusion + Future Work

• Generalized IMC solution for ML with Privacy & Integrity
– Side Channel and Bus Probing Attack Security for In Memory Compute
– No random bits from PRNGs required
– No limitations on neural network accuracy

• Future Improvements
– More exploration of tradeoffs between security and area/energy overheads
– Usage of approximate compute for further exploitation of natively secure compute gates
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